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Show Modules

Windows > IIS Security and Features

lIS Security and Features

Dokumentasi CLI &l Back Next

lIS Security and Features

Enable HTTPS

Untuk mengaktifkan HTTPS pada virtual host, pastikan certificate yang akan dipakai sudah
diinstall pada certificate store. Berikut langkah — langkah untuk mengaktifkan HTTPS pada

virtual host:

1. Install CA certificate (RootCA) yang ada pada direktori C:\Resources\Certificates.

Caranya tinggal double click file RootCA

This PC » Local Disk (C:) » Resources » Certificates v |
2 Mame Date modified
Eﬁ domain.local 47472025 6:57 PM
5] RootCA 47472025 2:34 PM

Pada saat instalasi CA certificate, pilih Install Certificate...

Issued to: Internal-Root-CA

Issued by: Internal-Root-CA

Valid from 4/4/2025 to 4/2/2035

|Ins13|| Certificate. .. | Issuer Statement

Pilih Local Machine sebagai Store Location
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Store Location
i) Current User

(®) Local Machine

Pilih Place all certificates in the following store > Browse... > pilih Trusted Root
Certificate Authorities

(®) Place all certificates in the following store

Certificate store;

Browse...
Select Certificate Store ot
Select the certificate store you want to use.
-~{_| Personal Py
=B Trusted Root Certification Authorities

Pilih Next dan Finish. Pastikan muncul notifikasi seperti berikut

Certificate Import Wizard >

o The import was succassful,

2. Install certificate (domain.local) untuk virtualhost yang ada pada direktori

C:\Resources\Certificates

This PC % Local Disk (C:) » Resources » Certificates w

i~ Mame Date modified
E doermain.local 4/4/32025 8:57 PM
@ RootCA 47472025 2:34 PM

Pilih Local Machine sebagai Store Location, lalu pilih Next

Store Location
O Current User

(®) Local Machine

Masukan P@sswerd sebagai password untuk private key, jika sudah pilih Next
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Type the password for the private key.

Password;

| P@ssword

Display Password

Pilih Automatically select the certificate store based on the type of certificate

Windows can automatically select a certificate store, or you can spedfy a location for
the certificate,

(®) automatically select the certificate store based on the type of certificate

Pastikan terdapat notifikasi berikut

Certificate Import Wizard et

o The import was successful,

3. Buka inetmgr.exe, pilih virtualhost > Bindings... > Add...

file View  Help

Site Bindings ? *
nnections = Actions
" Type Host Mame Port IP Address Binding Informa... Add...
- A & s . J - — ! i@ Explore
q_ij Start Page hitp «domain.lo... 80 Edit... Edit Permissions...
aj WINSRV (DOMAIN\Administrat
3 Application Pools

w[@| Sites

Bemove
> D Default Web Site Brows
> &b www.domain.local

\pplications

irtual Directories

4. Konfigurasi HTTPS binding dengan memasukan nama host name, mengaktifkan Server

Name Indication dan menentukan SSL certificate yang akan digunakan. Jika sudah, pilih
oK
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Add Site Binding ? ot
Type: 1P address: Port:
https » | |All Unassigned v| |443 |
Host names;

|uwwmr.du:umain.|u:ucal |

Require Server Mame Indication
[] Disable TLS 1.3 over TCP ] Disable QUIC

[ ] Disable Legacy TLS [ ] Disable HTTR/2
[] Disable OCSP Stapling

55L certificate:

*.domain.local i Select... Jiew
Mot selected
Ok Cancel
5. Pastikan HTTPS binding berhasil dibuat
Type Host Mame Port IP Address Binding Informa...
http www.domainda.. 80 *
https www.domain.lo.. 443 *

6. Akses https://www.domain.local melalui Microsoft Edge. Pastikan tidak terdapat error

terkait certificate seperti contoh berikut

D https:/fwww.domainlocal ® | T

() £} https://www.domain.local

Hello from www.don cgnnection is secure

Your information (for example, passwords or credit
card numbers) is kept private when it's sent to this
site.

Windows Authentication

Fitur Windows Authentication digunakan untuk melakukan proses autentikasi Domain

Users pada virtualhost. Berikut langkah konfigurasinya:

1. Buka Server Manager > Add roles and features
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Server Manager * Dashboard

_ WELCOME TO SERVER MANAGER

o Configure this local server

 QUICK START

Add roles and features

[

ige Services [

A

Add other servers to manage

2. Pada installation type, pilih Role-based or feature-based installation

DESTINATION SERVER

Select installation type SR

Select the installation type. You can install roles and features on a running physical computer or virtual

Before You Begin . R .
= machine, or on an offline virtual hard disk (VHD).

Installation Type

® Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

Server Selection

) Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

3. Pada bagian Server Roles, pilih Web Server > Security > Windows Authentication.

Pilih Next > Next > Install

Server Roles [ ] Remote Desktop Services
[ ] Volume Activation Services
Features ;
4 W] Web Server (IIS) (8 of 43 installed)
Confirmation 4 [W] Web Server (7 of 34 installed)

¢ [m] Commen HTTP Features (4 of 6 installed)
I [m] Health and Diagnostics (1 of B installed)
b [m] Performance (1 of 2 installed)
4 [m| Security (1 of 9 installed)
+'| Request Filtering (Installed)
[] Basic Authentication
[] Centralized SSL Certificate Support
[] Client Certificate Mapping Authenticat
[] Digest Authentication
[] U5 Client Certificate Mapping Authenti
[] IP and Domain Restrictions
[] URL Authorization

4. Buka inetmgr.exe, lalu pilih virtualhost yang akan dikonfigurasi > Authentication
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: d in.local
g www.domain.local Home
@-id & |8 0
5 Start Page Filter -~ ¥ Go - (5 Show Al

v. Hj WINSEY (DOMAINYAdministrator)
-2} Application Pools
Q <@ Sites
- 40 Default Web Site
£ www.domain.local |

9 3

i Compression  Default Directory
Docurnent  Browsing

5. Disable Anonymous Authentication, lalu Enable Windows Authentication

0 Authentication

Group by: Mo Grouping w7

S

Mame Status Response Type
Ancnymous Authentication Disabled
ASP.MET Imperscnation Disabled
{ Windows Authentication Disabled HTTP 401 Challeng
Enable

I@I Help

6. Akses https://www.domain.local, lalu login sebagai domain users. Contohnya seperti

berikut:

Windows Security >

Sign in to access this site

Authorization required by https://www.domain.local

it01@domain.local

P@sswird

Domain: domain.docal

QK Cancel

7. Setelah proses autentikasi berhasil, website dapat diakses

D https:/fwww.domain local X |+

(D &5 https://www.domain.local

Hello from wvww.domain. local
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Proses instalasi fiture Windows Authentication dapat juga dilakukan menggunakan

perintah Install-WindowsFeature -IncludeManagementTools Web-Windows-Auth
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