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Intro to Group Policy

Group Policy pada Active Directory adalah fitur pada Active Directory yang digunakan
untuk menerapkan kebijakan dan peraturan pada komputer yang ada pada Active
Directory domain. Pengaturan Group Policy dapat dilakukan melalui Group Policy

Management Console (gpmc.msc) yang ada pada Domain Controller.

Konfigurasi yang ada pada Group Policy terdiri dari dua jenis, yaitu User Configuration
dan Computer Configuration. Keduanya memiliki struktur konfigurasi yang sama seperti

yang ada pada gambar berikut:
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[=] Default Domain Policy [WINSRV-01.00MAIN.LOCAL] Policy | | Default Domain Policy [WINSRV-01.DOMAIN LOCAL] Policy
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5 [7] Software Settings i Computer Configuration
» | Windows Settings i User Configuration
~ [ Administrative Templates: Policy definitions (ADMX files) 1
» || Control Panel
| Desktop
| Network
| Printers
| Server
» || Start Menu and Taskbar
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» | Windows Components
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» || Software Settings
» [ Windows Settings
~ [ Administrative Templates: Policy definitions (ADMX files) 1
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» ] System
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"z All Settings
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Meskipun memiliki struktur yang sama, Computer Configuration dan User
Configuration memiliki jumlah konfigurasi policy yang berbeda. Contohnya seperti
policy Security Settings, yang dimana jumlah konfigurasi policy pada Computer

Configuration lebih banyak dibandingkan User Configuration.

|_§J Default Domain Policy [WINSRV-01.DOMAIMN.LOCAL] Poliq,r| =/ Default W'Pﬁqmvﬁi'.owm.{ocmp i
~ (& Computer Configuration : P 26 T
~ [ Policies Select an item to view its description.  MName
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w i Security Settings
» _:1_5_' Account Policies
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Configure Group Policy

Konfigurasi Group Policy dapat dilakukan melalui Group Policy Management Console
(gpmc.msc). Secara default, terdapat satu group policy yang dinamakan “Default Domain

Policy” seperti yang ada pada gambar berikut:

|3, Group Pelicy Management Default Domain Policy
w _'&'. Forest: domain.local

~ 55 Domains
v 3 domain.local
= Default Demain Policy

Scope Details Settings Delegation

Default Domain Policy

Bl Boimain Controllees Eﬁa collected on: 3/5/2026 6:22:24
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¥ :|_| Finances

> [Ba IT

> [5} Group Policy Objects Details
s [ = WHI Filters

Group Policy dapat dibuat dan diterapkan secara global seperti Default Domain Policy

dengan catatan, Group Policy tersebut dibuat dan diterapkan pada domain level.
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Selain diterapkan secara global, Group Policy juga dapat dibuat dan diterapkan pada
organizational unit level sehingga membuat policy hanya akan berdampak pada User atau

Computer yang ada di dalam organizational unit tersebut.

Berikut adalah langkah — langkah untuk membuat dan mengkonfigurasi Group Policy pada

Domain Level yang akan digunakan untuk menampilkan Login Banner:

1. Buka gpmc.msc, Pilih domain.local, lalu klik kanan > Create GPO in this domain, and

Link it here...

|5, Group Policy Management domain.local

v &) Forest: domain.local Status  Linked Group Policy Objects  Gro
~ |55 Domains

w ij domain.loc=! |

Iﬁf Default Create a GPQ in this domain, and Link it here...
s 2| Domain Link an Existing GPO...
» 2| Finance
> @1 IT

Black Inheritance

2. Masukan nama GPO yang akan dibuat, contohnya Banner

L e ————————

Mew GPO >
Mame:
d Banner br
Source Startter GPO: |
{none) "

L
=

3. Klik kanan pada GPO yang sudah dibuat, lalu pilih Edit

&, Group Policy Management Banner
W _ﬁ _F?rest: du.maln.lucal Scope Details
~ |z Domains

w 3_'5'3 domain.local | lm
& Banner Edit
it...

w Defauli
5 (3] Domai Enforced

4. Pada GPO, pilih Policies > Windows Settings > Security Settings > Local
Policies > Security Options lalu pada menu sebelah kanan double-click Interactive

logon: Message title for users attempting to logon
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E[ Banner [WINSRV-01.D0MAIN.LOCAL] Palicy
v i Computer Configuration
w [ Policies
» [] Software Settings
~ | Windows Settings
» ] Name Reselution Policy
| Scripts (Startup/Shutdown)
~ h Security Settings
> Account Policies
w j Local Policies
> & Audit Policy
> & UserRights Assignment
> & Security Options

5. Centang Define this policy setting lalu masukan kata-kata title yang ingin ditampilkan

contohnya Hello! , lalu klik OK

-

Policy

27| Interactive logon: Machine inactivity limit

;| Interactive logon: Message text for users attempting to log on
i) |nteractive logon: Message title for users attempting to log on
i) Interactive logon: Number of previous logons to cache (in c..
2 Interactive logon: Prompt user to change password before e...
.| Interactive logon: Require Domain Controller authentication...
o, Interactive logen: Require Windows Hello for Business or sm...
2| Interactive logon: Smart card removal behavior

2z Microsoft network client: Digitally sign communications (al...

1) Microsoft network client: Digitally sign communications (if ...

5 Microsoft network client: S5end unencrypted password to thi...

7 Interactive logon: Message title for users attempting to lo.. 7 >

! Securty Policy Setting  Explain

i qa. Interactive logon: Message title for users attempting to log on

i =

B Cefine this policy setting
Hello |

t

6. Masih pada menu yang sama, pilih Interactive logon: Message text for users

attempting to logon

Policy
l2ie| Interactive logen: Machine inactivity limit

Cancel Apply

Policy Setting
Mot Defined

Interactive logon: Message text for users attempting to log on Mot Defined

2iz| Interactive logon: Message title for users attempting to log on  Hello!

7. Centang Define this policy setting lalu masukan kata-kata teks yang ingin ditampilkan

contohnya Welcome to domain.local!, lalu klik OK
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7 Interactive logon: Message text for users attempting to lo.. 7 et

Security Policy Setting  Explain

'-G‘ Interactive logon: Message text for users attempting to log on

Define this policy setting in the template

Welcome to domain Jocal|

t QK l Cancel Apply

8. Jika sudah, buka powershell lalu ketik gpupdate /force untuk menerapkan GPO

terbaru

() B Administrator: Windows Powt X = | o

PS C:\Users\Administrator> gpupdate /force
Updating policy...

Computer Policy update has completed successfully.
User Policy update has completed successfully.

PS C:\Users\Administrator>

9. Untuk memastikan lebih lanjut apakah GPO terbaru sudah diterapkan, ketik gpresult
/R lalu perhatikan pada bagian Applied Group Policy Objects
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B Administrator: Windows Pows

PS C:\Users\Administrator> gpresult /R

Microsoft (R) Windows (R) Operating System Group Policy Result tool v2.0
® Microsoft Corporation. All rights reserved.

Created on 3/5/2026 at 6:50:U41 AM

RSOP data for DOMAIN\Administrator on WINSRV-81 : Logging Mode

0S Configuration: Primary Domain Controller
0S Version: 18.8.26160

Site Name: Default-First-Site-Name
Roaming Profile: N/A

Local Profile: C:\Users\Administrator
Connected over a slow link?: No

COMPUTER SETTINGS

CN=WINSRV-081,0U=Domain Controllers,K DC=domain,K DC=local

Last time Group Policy was applied: 3/5/2026 at 6:U9:U6 AM
Group Policy was applied from: winsrv-01.domain. local
Group Policy slow link threshold: 580 kbps

Domain Name: DOMAIN

Domain Type: Windows 2088 or later

Applied Group Policy Objects

Default Domain Controllers Policy
Default Domain Policy

Banner

Testing Group Policy

Lakukan proses sign-out pada Windows Server, lalu pastikan muncul banner login seperti

contoh berikut:

Hello!

Welcome to domain.local!
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