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Lab Directory Services - Password
Policy

Dokumentasi CLI [E] Back Next

Informasi Akses Lab

Gunakan akun akses lab ini untuk masuk ke layanan praktikum. Password akses lab terpisah

dari password LearnHub dan bisa diperbarui kapan saja dari panel ini.

VPN OFFLINE Download OpenVPN Client

USERNAME OPENVPN & CML

faridridwan1815

CML URL
10.2.2.20

USERNAME VMWARE

faridridwan1815@itnsa.id

VCENTER URL
10.1.1.100

AKSI CEPAT

Gunakan tombol ini saat Anda ingin membuat password baru untuk akun akses lab.
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Lab Status
2/2 task PASS

Not Validated

Lab Objective

Lab Directory Services - AD Fine-grained

Create Password Policy 0

Buka Active Directory Administrative Center dsac.exe, lalu menuju buat

password policy bername East Policy dengan ketentuan berikut:

Name: East Policy Password age options:
Precedence: 1 [] Enforce minimum password age
Enforce minimum password length User cannot change the password withi... 1
Minimum password length (characters): 7 [] Enforce maximum password age
User must change the password after (... 42

[] Enforce password history
Number of passwords remembered: 24 [] Enforce account lockout policy:
MNumber of failed logon attempts allowed:

[] Password must meet complexity requirements

- - : Reset failed logon attempts count after (m... 30
[ ] Store password using reversible encryption Account will be locked out
® For a duration of (mins): 30
Protect from accidental deletion Until an administrator manually unlocks the account

Description:

¢ Non-aktifkan Password History
¢ Non-aktifkan Password Complexity Requirements

¢ Non-aktifkan Minimum Password Age

Setelah itu, pilih Add dan tambahkan East Group
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3e Select Users or Groups wo
W
Select this object type:
P Usersor Groups Object Types...
o From this location: i
itnsa local Locations. ..
i

iect names to select (2xamples):
East Group| Check Names

Advanced... Cancel

Terakhir pilih OK

Testing Password Policy )

Gunakan perintah net user seperti contoh dibawah ini untuk menguji password

policy

PS C:\Users\Administrator>| net user estl password /domain
The command completed successfully.

PS C:\Users\Administrator> net user wstl password /domain
The password does not meet the password policy requirements. Check the minimum password length, password complexity and password history requirements.

e Password user est1 berhasil diganti menjadi password karena pada password
policy telah dinonaktifkan Password Complexity
e Sedangkan password user wst1 tidak bisa diganti menjadi password karena

secara default terdapat default password policy yang mengharuskan password

bersifat kompleks.

Reset Lab
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