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Show Modules

Windows > Shared Folder

Shared FOIder Dokumentasi CLI Back Next

Shared Folder

Pembuatan shared folder dapat dilakukan melalui File and Storage Services yang dapat
diakses melalui Server Manager. Secara umum, terdapat protocol sering digunakan dalam

proses Sharing Folder adalah SMB.

Creating Shared Folder

Berikut adalah langkah - langkah untuk membuat shared folder pada Windows Server:

1. Buka Server Manager > File and Storage Services

i%8 Dashboard

B Local Server

ii All Servers
i§l ADDsS

o DNS QUICK START

WELCOME TO SERVER MANAGER

o Configure this local server

2 Add roles and features

g File and Storage Services l>

2. Pilih Shares > TASKS > New Share...

o SHARES VOLUME
Servers J All shares | 2 total m MNETLOGON or
Volumes ) = = | Mew Share... |
Filter fs) B> @A
Disks Refresh
Storage Pools Share Lacal Path Protocol  Availability Type
57.2% Used
4 vinsre 2 —
isCsl NETLOGON CAWindows\SYSVOL\sysvoldoma... SMB Not Clustered
Work Folders SYSVOL CAWindows\SYSVOLsysvol SMB Mot Clustered

3. Pilih SMB Share - Quick
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Select the profile for this share

File share profile:

Select Profile

i SMB Share - Quick

Share Location
SME Share - Advanced

SMB Share - Applications
MFS Share - Quick
MFS Share - Advanced

4. Pada Share Location, pilih Type a custom path lalu masukan direktori yang akan

dishare, contohnya C:\Sharing

Select the server and path for this share

Selact Profile Server:

Server Name Status Cluster Role Chwner Node
Cnline Mot Clustered

Winsny
Share hams

Other Setlings

Share location:

() Select by volume:

Volume Free Space Capacity File System
C 825GB 193 GB NTFS

The location of the file share will be a new folder in the \Shares directory on the selected

volume,

@ Type a custom path:

[c:sha ring

5. Pada bagian Specify share name, pilih Next
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Specify share name

Select Profile Share name: Sharing

Share Location

— Share description:

Other Setlings

Local path to share:
C\Sharing

Bemote path to share:
YwinsnASharing

6. Jika terdapat notifikasi seperti berikut, pilih OK

Mew Share Wizard it

The local path you entered does not exist, Click OK to create
this directory, or click Cancel to select a different local path.

Ok I Cancel

7. Pada bagian Configure share settings, pilih Next

8. Pada bagian Specify permissions, pilih Customize permissions...

Folder permissions:

Type Principal Access Applies To

Allow CREATOR OWMER Full Control Subfolders and files only

Allow BUILTINWsers Special This felder and subfolders
Al BUILTINNUsers Read & execu.. This folder, subfolders, and files
Allow BUILTINNAdministrators  Full Control This folder, subfolders, and files
Allow MT AUTHORITY\SYSTEM  Full Control This folder, subfolders, and files

|E Customize permissions... |

9. Pada bagian Permissions, pilih Add
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Permissions Share Auditing Effective Access

For additional information, deuble-click a permission entry, To modify a permissio

Permission entries;

Type Principal Access Inherit
BB allow  SYSTEM Full cantrol Y
82 Allow  Administrators (DOMAINYVAG...  Full control i
SR Allow  Users (DOMAIN\Users) Read & execute Y
BB sllow  Users (DOMAINYUsers) Special Y
8% Allew  CREATOR OWMER Full control i
Add Eemowve View

10.. Pilih Select a principal lalu masukan group IT > Check Names

Principal: Select User, Computer, Service Account, or Group >
Type: Allow Select this object type:
|User. Group, or Buitt4n securty principal | Object Types...

iesto:  This folder, subfolders and fil
Appliesto: [IRSHOINEE SURIOIeS ande From this location:

|domain.local | Locations...
Basic permissions: Enter the object name to select (examples):
Full control m Check Names

Modify
Read & execute
List folder contents

Read Advanced... Cancel

Write

Lalu, pilih group IT

Matching names:

MName Logon
IT IT

Pilih Full Control, jika sudah OK
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Basic permissions: Show advanced

[ Modify

Read & execute
List folder contents
Read

Write

Special permissions

[ Only apply these permissions te objects and/or containers within this container

Add a condition to limit access. The principal will be granted the specified permissions only if conditions are met.

Add a condition

Pastikan group IT memiliki permission seperti berikut:

Type Principal Access

Allow  IT (DOMAINAT) Full control

11. Menggunakan cara yang sama seperti diatas, tambahkan permissions untuk group

Finance dengan permission Read & Execute seperti contoh berikut:

Type Principal HAccess Inherited from
B Allow  IT(DOMAINUT) Full control Mone

Allow  Finance (DOMAINFinance) Read & execute

12. Pilih bagian Share, lalu pilih Everyone > Remove

Type Principal

Allow Everyone

Setelah Everyone dihapus, pilih Add. Lalu, pilih Select a principal dan masukan group IT
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Principal: Select 2 principal Select User, Computer, Service Account, or Group *
Type: Allow Select this object type:
|User, Group, or Built-in security principal | Object Types...
From this location:
|domain.local | Locations...
Permissions:
Full Contral Enter the object name to select ([examples):
Change I Check Names
Read
Special permissions
Advanced ... Cancel

Pilih Full Control permission untuk group IT

Principal:  IT (DOMAINAMT)  Select a principal

Type: Allow e

Permissions:

Full Control
[+] Change
[+] Read

Special permissions

Jika sudah pastikan group IT memiliki Full Control share permission seperti berikut:

Permission entries:

Type Principal Access
S Allow [T (DOMAIMYIT) Full Control

13. Dengan menggunakan cara yang sama seperti diatas, tambahkan share permission
untuk group Finance dengan permission Read. Pastikan shared folder memiliki share

permission seperti berikut:

Permiszion entries:

Type Principal Access
82 Allow IT (DOMAINYIT) Full Control
82 Allow Finance (DOMAIMNYFinance) Read

Jika sudah dibuat, pilih Apply dan OK

14. Pada bagian Confirmation, pilih Create

Testing Shared Folder
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Untuk test shared folder, login sebagai user it01 pada workstation.domain.local. Lalu,
buka powershell (TIDAK sebagai user administrator) untuk mengakses shared folder
yang dibuat. Kemudian, buat file dan folder di dalamnya shared folder dan pastikan tidak

terjadi error apapun. Perintahnya adalah:

Contohnya seperti berikut:

BN Windows PowerShell X + ~

Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

Install the latest PowerShell for new features and improvements! https://aka.ms/PSWindows

Ps C:\Users\it@l> cd \\winsrv\Sharing
PS Microsoft.PowerShell.Core\FileSystem: :\\winsrv\Sharing>
PS Microsoft.PowerShell.Core\FileSystem: :\\winsrv\Sharing> New-Item Directory IT_Dir

Directory: \\winsrv\Sharing

Mode LastWriteTime Length Name

4/11/2625 1:47 AM

Microsoft.PowerShell.Core\FileSystem: :\\winsrv\Sharing>
Microsoft.PowerShell.Core\FileSystem: :\\winsrv\Sharing> Set-Content IT.txt
Microsoft.PowerShell.Core\FileSystem: :\\winsrv\Sharing>
Microsoft.PowerShell.Core\FileSystem: :\\winsrv\Sharing> Get-Content IT.txt
File

Microsoft.PowerShell.Core\FileSystem: :\\winsrv\Sharing>

Untuk proses testing sebagai user finance01 dapat dilakukan dengan cara membuka

powershell terlebih dahulu sebagai user finance01 menggunakan cara berikut:

runas ~: DO Fin: 1 powershell

EX powershell (running as DOMAINVfinance01)

Windows Po
Copyright Microsoft Corporation. All righ

Install the latest PowerShell for new features and improvements!

PS C:\Windows

Setelah powershell terbuka sebagai user DOMAIN\finance01, eksekusi perintah berikut:
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Pastikan user finance01 tidak dapat membuat file dan direktori apapun pada shared

folder seperti contoh berikut:

B pcrwershell‘{running as DOMAINfinance01) | Powershell sebagai user finance01

crosoft Corporation. A

Install the latest PowerShell for new features and improvements! https://aka.ms/PSWindows

ew-Item Directory Financ

Set-Content Finance
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